
Terrorism and Security Threats
for Hospitality Meeting Kit

WHAT’S AT STAKE
The  hospitality  industry,  unfortunately,  faces  a  bullseye  for
terrorism due to its open nature and large crowds.  Hotels,
resorts, and restaurants are seen as soft targets by terrorists,
meaning  they  are  easier  to  infiltrate  than  heavily  guarded
buildings.   This  vulnerability  can  lead  to  devastating
consequences.

WHAT’S THE DANGER
The risks of terrorism and security threats for the hospitality
industry  are  significant  and  diverse,  posing  challenges  that
require proactive measures to mitigate potential harm.

Some key risks include:

Terrorist Attacks: Terrorist attacks can occur unexpectedly
and lead to fear among travelers, resulting in a decline in
travel to affected locations.
Cyber Attacks: The hospitality industry is vulnerable to
cyber threats, including data breaches that can compromise
guest information and financial systems.
Unauthorized Entry: Hotels face the risk of unauthorized
individuals gaining access to restricted areas, compromising
security and potentially endangering guests and staff.
Violence and Harassment: Incidents of violence, harassment,
or assault can occur within hotels, affecting both guests
and employees
Theft:  Theft  is  a  common  security  threat  in  hotels,
involving theft of personal belongings, employee theft, and
theft within parking areas.
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HOW TO PROTECT YOURSELF
Here’s an expanded response on safety precautions for hospitality
businesses against terrorism and security threats:

Physical Security Measures:

Implement a layered security approach that combines access
control, surveillance, and deterrence. This could involve
installing  metal  detectors  and  security  cameras  at
entrances, employing security guards to patrol public areas
and manage access to sensitive areas, and utilizing bollards
or barriers to restrict vehicle access to buildings.
Conduct regular security briefings for staff, familiarizing
them with protocols for identifying suspicious packages or
behavior, and empowering them to report any concerns to
supervisors.
Depending on the risk assessment, consider implementing a
system for baggage screening, especially for high-profile
guests or in locations with a higher threat level.
Ensure guest rooms have functioning deadbolts and peepholes
and  consider  offering  guests  safety  deposit  boxes  for
valuables.

Emergency Preparedness and Response:

Emergency Response Plan: Develop a comprehensive emergency
response plan that outlines procedures for various threats,
including fire, active shooters, bomb threats, and natural
disasters. Train staff on the plan regularly, ensuring clear
roles and communication protocols.
Evacuation Drills: Conduct evacuation drills periodically,
simulating different emergency scenarios and ensuring guests
and  staff  are  familiar  with  escape  routes  and  assembly
points.
Emergency Supplies: Maintain a well-stocked inventory of
emergency  supplies,  including  first-aid  kits,  fire
extinguishers,  and  bottled  water,  strategically  placed
throughout the property.



Cybersecurity Measures:

Data  Encryption:  Implement  data  encryption  practices  to
safeguard guest information, financial data, and internal
operations from unauthorized access.
Cybersecurity  Awareness  Training:  Educate  staff  on
cybersecurity best practices, including password hygiene,
phishing email recognition, and the importance of reporting
suspicious online activity.
Regular  System  Updates:  Ensure  all  computer  systems  and
software are updated regularly with the latest security
patches to address vulnerabilities.

The specific actions you take in a terrorist attack or security
situation will depend on the exact circumstances. However, here’s
a general guideline on what to do in various scenarios:

If there’s an Active Shooter:

Run if you can safely escape.
Hide if escape is not possible. Find a secure place to hide,
out of sight from the shooter. Silence your phone and try to
stay calm.
Fight back as a last resort. Only fight back as a last
resort if your life is in immediate danger.

If there’s a Bomb Threat:

Do not touch or move the suspicious object.
Evacuate the area calmly and follow instructions from law
enforcement.
Report the threat to staff member or security personnel
immediately.

FINAL WORD
Remember, the most important thing is to stay calm and take steps
to protect yourself. In any situation, prioritize your safety and
follow  the  guidance  of  law  enforcement  or  hotel  security
personnel.


